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Course Overview

« Parallels RAS Technical Training
» 2 Hours w/ Breaks!
* Lecture & Demo

* Training Manuals
« Parallels RAS Advanced Training Manual

« Parallels RAS Training Labs Manual
« Self Study

* Avalilable in Partner Portal or follow-up email

« Recording & Copy of Slides will be available

* Prepare for Certification Exam
« Complete the Parallels RAS Basic Training Labs
* Online & Open Book
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Additional Resources

Online Resources:

* Knowledge Base

 Documentation

Admin Guide
Solutions Guide

Best Practices
Printing Best Practices
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http://parallels.com/products/ras/support
http://kb.parallels.com/
https://www.parallels.com/products/ras/resources/

RAS Advanced
Training

Module 1

Connection Brokers and
Gateways

© 2022 Parallels International GmbH. All rights reserved.




Sites

Eg Farm - RAS193511
E site - RAS193511
----- RED 5ession Hosts

----- Azure Virtual Desktop
----- Femote PCs

..... 0| Providers

------ [T] secure Gateways

------ Connection Brokers
----- IE Enrollment Servers

© 2022 Parallels International GmbH. All rights reserved.

Farm
Site Primary Connection Broker Type State
RAS193511 RAS193511. Licensing Site / Local Site / Current Site

B OK

RAS519352 RAS5195ite2 Secondary Site
Delete
Quickly and easily see Tl >
which Site is the Troubleshooting >

Licensing Site

Switch to this site

Set as licensing site

Right click the
Site you want to Properties

promote




Sites

EL Farm - RASLABO1
§ site - RASLABOL

Site  Designer

e Q Tasks

MName
: Remote PCs B RD Session Hosts
- Providers RASLah01.

Click on the current
Site to get valuable
information about your

Eﬁ Enrallme)
E5 HALB

..... i RAS Infrastructure.

- Applicati

----- -ﬁ- Settings }
B Connection Brokers
RASLabo1.
RASLab02.

1] 192.168.21.132
1] 192.168.21.133

<

B HALB - HALB-VS-01

Priority

Primary

Second...

Active
Passive

Status

oK
oK

oK
oK

oK
oK

RAM  Disk read time

Preferred Connection Broker

Disk write time ~ Sessions
0% 0% | [ o/2s0 | RASLabo1.
0% T T Rsiooo
0% 0% | [ o/zs0 | RASLabo2.
0% 0% | [ o | RASLabo1
0% 0% | [ o | RASLabo2
0% 0% |
0% 0% |

Operating system

Windows Serve

Windows Serve

Windows Serve

Windows Serve
Windows Serve

RAS Appliance |
RAS Appliance (

Remote Desktop

Computer Management

Site defaults

Search

Tools
Show in the editor

Service Management Refresh

Event Viewer
Shared Folders

Powershell
lpconfig

Ping host

Ping from host
Netstat

Reboot
Shutdown

Monitoring Settings...

Rename Site

Join Tenant Broker...
19,1 (DU £3%447 )

10.1 (build 23477)

Right click on a server
to pull up various

tools to manage those
servers remotely.

Upgrade all Agents...

>

Viviwdre

VMware

9 items, 1 selected
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Connection Brokers

ﬁ, Parallels Remote Application Server Console

File View Language

Location: RAS19w

Tools Help

ot

Start

Farm

10—
10—
o p—

Sessions

Load Balancing

Eg Farm - RAS19
B site - RAS19
RD Session Hosts

Providers

------ Themes

------ Certificates
------ -ﬁ- Settings

Connection Brokers Auto-promotion

rasadmin-w

Auto-promotion is a part of Parallels Remote Application Server high availability. At least three active Connection Brokers are required

in a site for auto-promotion to work.

[]Enable auto-promotion after minutes

Enable failback if you prefer to restore the original Primary Connection Broker when it comes back online.

|:| Enable failback
0 For the licensing site this setting eliminates license activation if failback happens within 72 hours.,

. Parallels Remote Application Server Console

File View Language Tools Help

Location: RASLABO1w

setup@lab.local w

© 2022 Parallels International GmbH. All rights reserved.

- Efy Farm - RASLABOL Connection Brokers  Auto-promotion
| E site - RASLABOL "
Start RD Session Hosts Fl& 1 1 Tesks w
-- VDI Server Priority Status Log level Last modification by Modified on
E Remote FCs RASLab01.Lab.Local Primary u 0K Standard System Wed Nov 2 1(]
Eann - providers SLab02.L: Fe— , 0 oK Standard setup@lab Sat Dec 17 15
N [T Secure Gateways )
—_— N
o= -[i£] Connection Brokers icibl=sicttng
Sessions EE Enrollment Servers Promote to primary
= o HaLe Delete
= T Themes
E. Properties
Load Balancing [F certificates
-- Application Packages
E ¥ Settings



Connection Brokers

ves ves
ves ves
ves ves
ves ves
ves ves
ves ves
ves No
ves No
Yes No
ves No
Yes No
Yes Future versions
Yes Future versions
Yes No
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Secure Gateway

© 2022 Parallels International GmbH. All rights reserved.

RASLab01.Lab.Local Properties ? bt

General Mode Metwork SSL/TLS User Portal Wyse Security Web

[ ] nherit default settings Site Defaults...

Gateway mode: [Mormal w

[ ]Forward requ Forwarding

You can configure multiple servers separating them with a semicolon, e.g.localhost:B1;
webl,

Server(s): localhost:81 IT Default

Preferred Connection

Broker: Automatic bY




Secure Gateway

© 2022 Parallels International GmbH. All rights reserved.

RAS193511 Properties ? bt

General Mode Metwork SSL/TLS User Portal Wyse Security Web

[ ] nherit default settings Site Defaults...

Enable SSL on Port: | 443

RAS clients older

than 19.3 will not
TLS v1.2 - TLS v1.3 connect if selecting

TLS v1.3 only (Strong) TLS v1.3 only.

Cipher Strength: TLS v1.2 - TLS v1.3
TLS vl.1-TLS v1.3
TLS vl - TLS v1.3

Accepted S5L Versions:

Cipher:

Use ciphers according to server preference

Certificates: <All matching usage> £

OK | | Cancel | | Help




Secure Gat

eway

RASLab01.Lab.Local Properties ?

General Mode Metwork SSI/TLS User Portal Wyse Security Web

[ ] nherit default settings Site Defaults...

Secure Gateway Port: Default
[ ] only allow Let's Encrypt verification
[ ]RDF Fort: 3380 Default

Please make sure that this port does not conflict with the standard
"RD Session Host Port" setting.

Broadcast Secure Gateway Address
Enable RDP UDF Data Tunneling
Device Manager Port. 20009

Enable RDP DOS Attack Filter

Cancel Help
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RAS Advanced
Training

Module 2

Providers, Templates &
Autoscaling
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Providers

Eg Farm - RAS193511
E site - RAS193511
----- RD Session Hosts

----- Azure Virtual Desktop
----- Femote PCs

-----

------ [T] secure Gateways

------ Connection Brokers
----- IE Enrollment Servers

Providers
Name Status Type Description
Azure IaaS 0K Microsoft Az...

© 2022 Parallels International GmbH. All rights reserved.

Group by - El .E‘ Q Tasks w

ViMware ESX...
VMware vCenter...

Microsoft Hyper-V...

Microsoft Hyper-V failover cluster...

Nutanix AHV (AOS)...
SC//HyperCore

Remote PC dynamic...

Remote PC static...

Microsoft Azure...
Amazon EC2...

Azure Virtual Desktop...

Tenant ID
8fcflen8-2864-46!




Adding a Hypervisor

B P o ARshiater SE e Coraola

File View Language Tools Help

Location: LABO4-RASO1w

sbanfield @prasiab v

Eia Farm - LAB04-RASO1
E Site - LABO4RASO1
f25] RD Session Hosts

>~ [=] B, Parallels Remote Application Server Console

File View Language Tools Help

Location: LABO4-RASO1w

iz Farm - LABO4-RASO1

© 2022 Parallels International GmbH. All rights reserved.

Press "Apply” to commit the new settings

B Parats Remate Aoy

File View Language Tools Help

Location: LABO4-RASO1w

=

|> B Site - LABO4-RASqL
Start 29 RD Session Hg
(2] vor E)
[25] Remote PCs
[ Providers
[ Seaxe Gatewpys

[i¥] Connection Brpke ~ 1¥Pe:
&l Enroliment Sefves

Name:
Descripti
Conne
Address:
Usemam
Passwor
Manag
Advan

_,_

[y Farm - LABO4-RASOT— B, Purallels Remote Applicat

= o X
sbanfield@prasiab v
sbanfield@prasiab v
o Serve
“ File View Language Tools Help
Location: LABO4-RASO1 v sbanfield @prasisb v
‘& | | E Farm - LABO4-RASO1 ]| ®, Parallels Remote Application Server
l [ Site -LABO4RASOL | Add Virtu, File View Language Tools Help
Start 53 RD Session Host
] vor m location: LABO4-RASO1w Press “Apply” to commit the new settings sbanfield @prasiab v
E (%] Remote PCs =
Farm [ Providers P | & | | B Farm - LABO4-RASO1 Providers
Py [ Seure Gateways B stte -LABO4RASOL =
= o B Type: Gowpby v [#[F] & Q Tasks v
Sessions Gl EnvolmentServel (. Name Status Type Description Provide... High avaiabiity Tenant ID
S HALB [ Hypervisor = Not applied VMware... VMware ESXi OFF
Load Balandng [} Certificates
% Settings
E Address:
Ao Useman
@ Passwor
Quick Keypad
Manag
e‘ Advan
Universal Printing
Universal Scanning
Y
Connection
g2 . —[
—Navice Manane—
|« >
E 1items, 1 enabled, 1 selected
=




Templates

Create Pari Create Para| Create Pary Create Parg

ERIERIGE

Create Para| Create Parg

l|Par || Pai

Create Parg

|| Pai

Create Parallels Template Wizard -

|| Parallels’

Summary

Templatl Template 1

Clone metl

Host
VDWin
RAS19
RAS19
RAS19
RAS19
Winll
RAS19
Winll
RASEN
RDSHO
DCo1

Create an

ﬁMa

Resourg

Resource

VM size

Size:

Networl

Virtual nej

Subnet:

Disk opt

05 disk ty

Select imd
tool:

O RASprg

@ Syspre

Computer
name:

Owiner naf

Organizati

Administrg
password

Active D
Domain:
Administrg

Password

Target OU

[Jnherit
Improve pe
[«]Enable

©Aut0ma

OManuaI

Category
UWP 3
Windg
Windol
Windg
Windg
Windg
Netwd
Reqist]

Visual
LA nicl -

|:| Force o

R Ple
&,

(@) Key Ma

() multipl

License
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Provide ne
Name:

ID:
Descriptiol

Version ta

‘When usin

Template name: Win11Template
Clone method: Full clone

Path to the folder with hosts:
Distribution: Off

Resource group: RAS193

VM size: Standard B2s

Virtual network: Infrastructure-vnet
Subnet: default

05 disk type: Premium SSD

Create availability set: Yes

Domain: jeffpitsch.com

Target OU: QU=VDL0U=Lab,DC=
Organization name: ECE

Owner name: EOE

Preparation: Sysprep
Optimization: On

List of options:
UWP applications
Windows Defender ATP
Windows Components
Windows Services
Windows Scheduled Tasks
Windows advanced options

DC=com

Cancel

Help




Template Versions

Eg Farm - RAS193511 lates Hosts Sessions Scheduler

E site - RAS193511 A Template...

----- RD Session Hosts Group by w EI e Q Tasks w
----- VDI Name Status Power state Agent status Distribution Provider Provider type
----- Azure Virtual Desktop Win11DT B Cloning Powered off Mot available Mot available Azure TaaS Microsoft Azure
..... (= _
Remote PCs Versions 7 Y
----- Providers
------ [T] secure Gateways EI Tacks w
------ Connection Brokers
Version Version tag Name Description Status Agent version Maodified on Cre
----- E Enrollment Servers
..... E= HALB 1 Base Version n oK 19.3 (build 24... Thu Aug 31 1... Thu
H 2 Production BASE+1 N oK 19.3 (build 24... Thu Aug 31 1... Thu
...... Emes
a, 4 Pre-production  Base+2 RAS Agent Up... ™ DK 19.3 (build 24... Tue Sep 513... Tue
------ Certificates
------ -ﬁ- Settings
...and its
versions
< >
3 items

ok | ‘ cancel
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Host Pools

Template Properties ? hd VDI Win11 Properties ? x

General Advanced Preparation User profile Optimization License Keys Settings Securi *|*| | General Hosts Template Provisioning Actions User profile Settings RDP printer Security

Template name: | Win11192 . | Enable host pool in site

| Name: | vDI Win11

Maximum guest VMs: | 20

Keep available buffer: | 0 | Description: |

Guest VM name: | Win11192-%ID:3% | Many of the -
properties previously ...are now defined within
defined with the each Host Pool.
Template...
Guest VM state after the preparation: |Powered On w |
Delete unused guest VMs after: | Mever ~ |
Clone method: Create a full clone

Create a linked clone
Availability set: Yes

Availability set name:  Win11192_3-AvailabilitySet-eastus

0 Maximum of 200 guests can be added in the same availability set.

oK || Cancel || Help

oK H Cancel || Help
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Autoscale

in11 MU Properties : ~

\ o Group by - Eeq Ta:
| General Hosts Template Provisioning User profile Desktop access Settings RDP printer ied on Created by Created on D
Host settings iug 24 16... System Thu Aug 24 16... 1
Aun 301 rasadmint@nit Thu Aua 24 19 2
Template name: Winl1MU Autoscale Settings ? w
Host name: Winll-%ID:3%
Setting Value
Min number of hosts to be added to the host pool from Template 1
Max number of hosts to be added to the host pool from Template 2
Add new or power on existing hosts when workload is above (%) # 75
Host state after th . 5 10 Humber of hosts to be added to the host pool per request B
oSt state after the preparation: | Fowered &n Drain and power off hosts from host pool when workload is below (%)  # 20
Autoscale settings Workload remains below this level: # Immediate
Remove hosts from host pool after drain and power off # Disable
Configure Autoscale to automate host pool scalabili
Enable autoscale Configure...
oK Cancel Help
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RAS Advanced
Training

Module 3

Azure Virtual Desktop
Integration
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AVD and RAS

B Parallels Remote Application Server Console - O X
File View Language Tools Help

Location: RAS19w rasadminw
v 8 ¢ T
ese @M < parallels.client.corporateserver.com B+ O |h' B EL Farm - RAS19 Workspaces Host pools Templates Hosts Sessions Scheduler
E site-ras1o
"Pa'alels Client S Start 03] RD Session Hosts Group by v [ & Q Taks =
vor Friendly name Description Status Provider Resource Group Loca
E Azure Virtual Desktop Managed by Parallels RAS 0 OK
Farm - Remote PCs
1| Poraliels: Mac & Windows Virtus: X 4 — [ provigers
g [T Secure Gateways
< C @& parallels.com Sessions - [i7] Connection Brokers
o E Enrollment Servers
Paraliets RAS (Remote Application Server) Overview  Use C¢ =
= o7 HALg
Load Balancing ? Themes
= Certificates
s .
Favorites  All Apps nable today’s hybrid and remote w« E £ settings
workspace—desig Fublshing
< All Apps > Workplace
s RAS meets you where you are in your virtualization journ &H
acentralized it le for ini an¢
ypt, share and manage files * Quick Keypad
=i
MindManager [ |
Use it for Flowcharts and MindMaps
Universal Printing
CorelDraw * [ ]
Windows 11 Universal Scanning
Remote Desktop
ai
Word *
Connection
i - =)
=
X Device Manager
& PowerPoint G
Poli
G olicies < 3

¢ B 1 items, 1 enabled, 1 selected

Tue Apr 18 18:33:10 2023 - Settings applied successfully.

Close Apply Help
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Extended value and capabilities

e Unifed administration — single pane of glass — Parallels Clients and Parallels RAS Console.
e Extend reach with flexibility to use hybrid and multi-cloud deployments.
e Automate and streamline administrative routines, provisioning, and management of Azure Virtual Desktop
workloads.
e Builtin Auto-scale capability on Microsoft Azure and/or on-premises.
e Management of users, sessions, and processes.
e Integrated automatic image optimizations and FSLogix Profile Containers.

e Enhanced Client End User Experience utilizing the full Parallels RAS feature set:
e C(Client management.

Utilize RAS Universal Printing and Scanning.

Utilize Al based session prelaunch for ultra-fast logons.

Accelerated file redirection with the use of enable drive cache redirection.

Security policies for clients.

Leverage RAS Reporting and Monitoring from the RAS Console.

© 2022 Parallels International GmbH. All rights reserved.



Overview of Configuration

& Parallels Remote Application Server Console - O bt
File View Language Tools Help
Location: RAS19w rasadminw
h’ B E'g Farm - RAS19 Auditing  Global logging URL redirection Motifications  Client settings Features application packages
| B site - RAS19 .
Start - D Session Hosts FStogi
VDL (O nstall manually
E Azure Virtual Desktop
te PC (@ Install online Supported version (v2201_HF_02) ~
Farm - emote PCs
o Providers URL: https://download.microsoft.com/download/d/1/9/d190de51-f1c1-4581-9007-24e5a81 2d6e9/FSLogix_Apps_2.9.8228. Detect latest
g— [[ secure Gateways
Sessions Connection Brokers (O nstall from a network share
= EE Enroliment Servers (") Push from Connection Broker 1o file uploaded et Upload...
= -E2 HALB
Load Balancing ? Themes Settings are replicated to all Sites. Replicate settings
Certificates
E 2¥ Sattings Azure Virtual Desktop
Publishing Azure Virtual Desktop is a desktop and application virtualization service running on Microsoft Azure.
&n [l Enable Azure Virtual Desktop management
Quick Keypad Client feature set: ‘Advanced
o Standard
I-I
Advanced with fallback
Universal Printing
a
Universal Scanning
Yo
Connection
[ —
Device Manager
Policies
ﬁ B Configure Azure Virtual Deskto Settings are replicated to all Sites. Replicate settings
Lonfigure Azure Virtual Desktop
Close Apply Help
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Cost Optimization

© 2022 Parallels International GmbH. All rights reserved.

AVD Properties
General Credentials Advanced
Disk storage cost optimization

Enable disk storage cost optimization

Set timeout before enabling storage cost optimization:

25 seconds
1 minute

1 hour

Cancel

Help




RAS Advanced
Training

Module 4

Profile Management with

FSLogix & Rules and Filteringgam L
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FSlogix Profile & ODFC Management

VDI Win11 Properties General Settings

General Hosts Template Provisioning Acy #PP Services Cloud Cache Logging

D Inherit default settings

General Settings

App Services Cloud Cache | ogging

Technology FSLogix Setting

[] cleanup invalid sessions
[ ] Roam recycle bin

WHD compact disk

F5Logix
Deployment method:  Manual
[#]Use Profile Containers Configure...

Use Office Containers Configure...

Configure general settings...

F5Logix Setting
|| Silence ACL warning
Profile Settings
|:| Max cache size in MBs
[] clear cache on logoff
|:| Healthy providers required for register
[] Healthy providers required for unregiste
|:| Unregister timeout
[] clear cache on forced unregister

ODFC Settings
I:‘ Max cache size in MBs

Registry key name: VHDCompactDisk
Default Value: 1

Data values and use: When enabled (1), this s
during the sign out operation and is designed t
the user's container depending on a predefine
VHD Disk Compaction documentation.

@ Please ensure that FSLogix is not config
Storage permissions must be configured

Registry key name: ClearCacheOnForcedUnr
Default Value: 0

Data values and use: CCDUnregisterTimeout
prior to allowing & user session to be closed,
provider hasn't occurred. If ClearCacheOnLog
data in the local cache hasn't been flushed to
data in the local cache, when a user session
this scenario (Even if ClearCacheOnLogoff is
from the local cache, however the local cach
manually after user data is restored.

© 2022 Parallels International GmbH. All rights reserved.

General Settings ? it

App Services Cloud Cache Logging

The various components of FSLogix create comprehensive logs. Set options below to
configure detailed FSLogix logging.

Log enabled: All components ~
Log level: Information ~
Log keeping period in days: | 2 | = Default
Log directory: |%ProgramData%\FSLogix\Logs | Default
Robocopy log path: |
Select FSLogix components to enable logging for.

Setting ~

Profile Configuration Tool
IE Plugin (Java Control)
Rule Editor

Java Rule Editor

F5SLogix Agent Service
Profile

Java Launcher

Office Container

Rule Compilation
Font Visibility v




FSlogix Management

FSLogix Settings ? p ot

FSLogix

() Install manually

(@ Install online Supported version (v2201_HF_02) e

e https://download.microsoft.com/download/d/1/9/d190de51-f1c1-4581-9007-24e5a812d¢ Detect latest

() Install from a network share

() Push from Connection Broker 1o file Lploaded vet Upload...

Settings are replicated to all Sites. Replicate settings

0K Cancel
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FSlogix Profile Management

Profile Settings Profile Settings Profile Settings Profile Settings 7 e

Users and Groups  Folders Disks Advance Usersand Groups Folders Disks Advanced | Usersand Groups Folders Disks  Advanced ysersand Groups Folders Disks = Advanced

User Inclusion List [[] customize profile folders Location type: SMB Location Tasks w
Users Exclude Commaon Folders
Location of profile digcloud Cache FSLogix Setting Value ~
Everyone [] contacts [ Humber of locked VHD(X) retries £ 12
[] Desktop [] pelay between locked VHD(X) retries # s
(] bocuments [] Access network as computer object # Disable
(] pownloads [] sDDL used when attaching the VHD d
I:‘ Links Profile disk format: | WHDX D Dff disk parent folder path # TEMP%
(] Music & Podcasts ) . - [] swap SID and username in profile directory names # Disable
(] Pictures & Videos _ Allocation type: Lo ] po not create a folder for new profiles # Disable
(] Folders used by Low Integrity processes Default size: 2l cB [] Enable cached mode for Outlook # Enable
[] Prevent logons with failures # Disable
Ueer Bxclusion Lis [ Prevent logons with temp profiles # Disable
Folder Inclusion List E‘ [] Re-attach retry limit # & hd

Users
Folder Registry key name: VHDNamePattern

Default Value: Profile_%username%

Data values and use: Specifies a string pattern used when creating a profile VHD(X) file.
Variable names are delimited with '%' characters. Supported variables are %username%%,
Yeuserdomain¥s, Yesid%s,%0smajort, Y%osminords, Yosbuild%, Yeosservicepacks,
%aprofileversion%, %clientname%, and any environment variable.
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FSlogix ODFC Management

ODFC Settings ODFC Settings ODFC Settings ? X
Users and Groups Disks ~ Advanced Users and Groups Disks  Advanced Users and Groups Disks Advanced
User Inclusion List Location type: SMEB Location Tasks w
Users Location of profile dis Cloud Cache FSLogix Setting Value ~
Everyone [] Number of locked VHD(X) retries # 12
[] pelay between locked VHD(X) retries # s
[] Access network as computer object # Disable
I:‘ SDDL used when attaching the VHD Fd
Profile disk format: |VHDX [] piff disk parent folder path # %TEMP%
Allocation type: e [] swap SID and username in profile directory names # Disable
[] po not create a folder for new profiles # Disable
Default size: : GB |:| Enable Cached mode for Outlook # Enable
[] Prevent logons with failures # Disable
o [] Prevent logons with temp profiles # Disable
User Exclusion List I:‘ Re-attach retry limit # a0 v
Users

Registry key name: VHDNamePattern
Default Value: ODFC_%usernamefa

Data values and use: Specifies a string pattern used when creating a profile VHD(X) file.
Variable names are delimited with '%' characters. Supported variables are %username®a,
%euserdomaine, %sid%,%0smajord, %eosminor%, %osbuild%, %osservicepack,
%aprofileversion%s, %clientname%, and any environment variable.
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Rules and Filters

MNew Rule Properties ? x
[] Enable rule
General
MName: || |
Description: | |
Criteria

Tasks w
Allow if User or group...
User or group is (everyone)
Gateway (is) 192.168.21.16 (x), 192.168.21.17 [} , (configure) Theme...
Operating system (is) Windows () , Android (x) , (configure) Client device name...

1P (is) 192.168.1.55-192.168.1.250 (%) , (configure) [+)
Hardware ID...

oK Cancel
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RAS Advanced
Training

Module 5

Connections and Sessions
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Connections and Sessions

New Logon Hours Properties

Enable logon hours restriction

General

Name: ‘ Logon Hoursi

Description: ‘

Criteria

User or group is (everyone) (+)

Logon hours

am

12 . 2 . 4 .

User or group...

Gateway...

Theme...

Client device name...

Client device operating system...
IP Address...

Hardware ID...

Tasks w

am

All

Sunday

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

|:| Logon permitted

|:| Logon denied

Saturday from 6:00 am to 6:59 pm

0K

| | Cancel
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RD Session Hosts Groups Templates Sessions Scheduler

Connections and Sessions

User

fr
S

Session ID

2
3
i 910
5 11
13

Search
Full Screen

Disconnect

Log off

Send message

Remote control

Remote control (prompt)

Show processes
Monitoring settings...

Export...
Show information...

© 2022 Parallels International GmbH. All rights reserved.

State

Disconnected
Disconnected
Disconnected
Disconnected
Disconnected
Disconnected

. e— e

Disconnected
Disconnected
Disconnected



RAS Advanced
Training

Module 6
SAML, SSO, & Security
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SAML and SSO

AD users synced with/ from IdP

Y- - - - - —-—--"--"=-"—-"—-"—-"—-"=—-"—-"—-"—-"—-"—-"—-"—-"=—-"=—-"=-"=-"=-"=-"=-"="==-= y
! I
| |
2. User authenticates with IdP N - = )
" O a Identity Certificate A ¢ - — - - - —— — — — — <>: Af‘we
3. IdP redirect user to the SG with N D = | Provider (1dP) Authority Directory
( the SAML Assertion i A
9.2. Create User Certificate 10. Smartcard Logon
v
1.The SG redirects the Parallels Clients . Erollment 91 Request User Cert ADSH with
- wit
tothe ldP site Server  9.3.Encrypt using User Cert RDS RAS Agent
nd Ll
RAS Secure F Y
Gateway |
(incl. User Portal) |
I Configuration
v v : Sync
HTML . . !
4.User is authenticated using the SAML Assertion and user is logged in
| Connection
5. Published resources are retrieved Broker

Parallels Client

6. User launches a published resource
using Parallels Client

|| Parallels
7. Launch request for the published resource is sent and available server is provided
« | |
» 8. RAS Session is established )
Parallels Client  |[¥

(RDP Session)
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Security

Authentication Settings Logon hours Multi-Factor authentication SamL  Allowed devices
Secure Access

[v] Allow only clients with the latest security patches

Device Access

Allow all clients to connect to the system

_ Tasks w
Allow all clients to connect to the s

Clients|Allow only the selected clients to connect to the system

W Allow only the selected clients to list the published items

User Portal (Web client) 20978
macOS client 20740
Linux client 20735
i0S/iPadOS client 20739
Android client 20739
Chrome OS5 client 20904
Wyse client 20978
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Security

Account Properties ?

Enable account

Mame:

Email:

Maobile:

FPermissions B s Change Permissions...

Root administration

Receive syste| Power administration

Custom administration

OK Cancel
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Question 4

The Primary Connection Broker performs the same
tasks as the Secondary Connection Broker but has
additional responsibilities. Which responsibilities below
are ONLY carried out by the Primary Connection
Broker?

Send Information to the Reporting Server

Manage the Scheduler

Send Email notifications

Monitor Sessions

Manage SSL Certificates

moowxp
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Knowledge Check

Question &

BIRWIM&)DEMM@GHBM@DO”GCB
Brolﬁ&é@&f&t@hﬂﬁmﬁtaﬂmfromtﬂhﬂ%mmt@mred for

mﬂm@ﬁk@ Gnmdcdmm/bltaitﬂesnameedqumd:méfor
RistiopEthaN@Evitheatstespromoted within 72 hours.
MaibtorkSeieswsrhe original Primary Connection
BiarkagaoIakedetkadhtesole once the connectivity to
that Connection Broker is restored

D. Failback allows the secure Gateway to function as a
Primary Connection Broker temporarily

© 2022 Parallels International GmbH. All rights reserved.
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Module 7

Policies & Universal
Print/Scanning
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Policies

Policies

Version Category Description

Add..

Delete
Duplicate
Import policy...
Export policy...
Down

Settings audit...
Properties

© 2022 Parallels International GmbH. All rights reserved.

Last mod... Modified ... Created by Createdon ID

setup@lab  Fri Dec ...

Policy Properties

Find: | | [y

Poiicy] ~
Session
El E Connection

~ || Primary connection
econdary connections
econnection

omputer name
Advanced settings
~[_Jweb authentication
~[“]Multifactor authentication
[session prelaunch
[JLocal proxy address
={w]Display

ettings

ulti-monitor
ublished applications
esktop options

Keyboard

Clipboard

sk drives and folders

Devices

[Jvideo capture devices

Forts

Smart cards

~[]Pen and touch input
[mMuttimedia redirection for AVD|
[“IFile transfer
[=l{~|Experience

I

Performance
Compression
Netwark
Server authentication
--[v| Advanced settings
[]client options
-] Connection
[egaing
[Cupdate
~[_|PC keyboard
~[single Sign-On
={ JAdvanced
[[clobal
[(tanguage
- |:| Printing
~[Iwindows client
~[_]RemateFx USB redirection
[Jcontrol settings
“.[Jconnections
[ JPassword
[ Jimport and export
[Redirection

< >

00 A
Policy
Name: | Policy
Description: |
Apply policy to:
B 1l T Tasks =
Name Description Summary D
= Apply policy if no other rule mat... 0
[ o
Name Description Summary D
= Apply policy if no other rule mat... 0
= Apply policy if no other rule mat... 0
= Apply policy if no other rule mat... 0
< >
1 items, 1 enabled, 1 selected




Universal Printing and Scanning

& parallels Remote Application Server Consaole

File View Language Tools Help

Location: RAS193511w rasadmin@jeffpitsch.comw

Universal Printing Printer drivers Faonts

=

Stﬁm Mode: |Allow redirection of printers using any driver

o Allow redirection of printers using any driver

— Allow redirection of printers using one of the following drivers

— . Don't allow redirection of printers that use one of the following drivers
Sessions Driver marmme

=

B

Load Balancing

=

Publishing

iEy

Quick Keypad

1]

Universal Printing
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Universal Printing and Scanning

WIA TWAIN

Scanner rename

WIA  TWAIN

EEE ORI SCANNERNAMEY for %USERNAMEY by Parallels|

Scanner rename

Servers in site

[t dzlo HINY6 S CANNERNAMESS for B%6lSERNAMEY: by Parallels

Server Type

RASLab01.Lab.Local RD Session Hosts
RASLABO2.Lab.Local RD Session Hosts
WINZ22-01.lab. local RD Session Hosts

Servers in site

Server Type State

RASLab0l.Lab.Local RD Session Hosts B Disabled
RASLABOZ.Lab.Local RD Session Hosts B Disabled
WIN22-01.lab.local RD Session Hosts B Disabled

TWAIN Applications...
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Web Client and User Portal

Client
Client

Launch sessions using: |Parallels Client wit

Parallels Client wit| Parallels Cliel

[ Allow user to select alparallels Client on
[] Allow opening applica

Launch sessions using:

Allnw user to select aparallels Clier
[ ] Allows opening applicaBrowser Onl

Use Pre Windows 2000 login format
] Allow embedding of User Portal into oth
Allow file transfer command

Allow clipboard command

[] Allow cross-origin resource sharing

Use Pre Windows 2000 legin form
[] Allow embedding of User Fortal in
Allow file transfer command
Allow clipboard command

[] Allow cross-origin resource sharin

Network Load Balancer access

|:|Use alternate hostname:
Network Load Balancer access

|:|Use alternate port: 8443
[ ]use alternate hostname:

Branding
Colors
Language bar
Messages
Input prompt
Secure Gateway
Legal policies
Windows client
Branding
Messages
Custom menu

Preview User Portal

Launch sessions using:

Parallels Client with fallback to Browser

Site Defaults - Secure Gateways RASLab02.Lab.Local Properties Jumping Jack Flash Properties ? hd
Mode  Network SSUTLS UserPortal Wysl conersl Mode Network SSLTLS US| [ Ganeral
. he followi . Access Override Secure Gateway settings for theme:
Configure the following settings: D Inherit default settings Messages chont
[“]Enable user Portal User Portal (Web client) "
Enable User Portal URLs
R

Browser Only

[v] Allow user to select 3 payallels Client onli

[ ] Allows opening applicaliclel EERSIENSINENEA SRl EE

Use Pre Windows 2000 login format

Allow file transfer command
Allow clipboard command
[] Allow cross-origin resource sharing

[] Allow embedding of User Portal into other web pages

Configure...

Cancel

Help

Cancel Help

DUse alternate port: 8443
Network Load Balancer access
Use alternate hostname:
Use alternate port: 8443 Default
oK Cancel Help
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Web Client and User Portal

(General ________|

Access

Messages

User Portal (Web client)
URLs
Branding
Colors
Language bar
Messages
Input prompt
Secure Gateway
Legal policies

Windows client
Branding
Messages
Custom menu

Preview User Portal

Jumping Jack Flash Properties

[“|Enable Theme
Name: |Jumping Jack Flash |
Description: | |

Cancel

Help
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Load Balancing
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Load Balancing
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|I-B

Start

Farm

1 —
o —

Sessions

Load Balancing

Publishing

B

Quick Keypad

1]

Universal Printing

P

Universal Scanning

Yl

Connection

Load Balancing CPU Optimization

Method
Method:

Counters:

Options

Reconnect to disconnected sessions
[_]Reconnect sessions using client's IP address only

[JLimit each user to one session per desktop

Resource based

User sessions
Memory
cPU

If you enable the "Limit each user to one session per desktop" option (above), please make sure that your RD session hosts are also configured to restrict each

user to a single session.

[ pisable Microsoft RD Connection Broker

If you would like to change the default timeouts for all agents, please click on the Configure button.

Configure...

Settings are replicated to all Sites. Replicate settings

Close Apply Help




Load Balancing

& rparallels Remote Application Server Console

File View Language Tools Help
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Location: RASLABOLw

|Il~@

Start

Farm

O —
o —

Sessions

Load Balancing

Publishing

i

Quick Keypad

1]

Universal Printing

i

L

Universal Scanning

4

Connection

Load Balancing CPU Optimization

Enable CPU Optimization

Start

Total CPU usage exceeds:

CPU Conditions

Critical - CPU usage by process exceeds:

Idle - CPU usage by process is below:

o CPU usage values are attenuated and calculated based on agent refresh time configured from the Load Balancing tab

Exclusions

Processes that will be excluded from CPU optimization

setup@lab.local w

25 %

Mif;

[+ =

Default

Default

Default

Tasks w

Processes to exclude
YRASPROCESSES %

Settings are replicated to all Sites.

Close Apply

Replicate settings

Help




Load Balancing

Eg Farm - RASLABO1
B site - RASLABO1
-[m03] RD Session Hosts
VDI

: Remote PCs

- Praviders

[T] secure Gateways

Connection Brokers
EE Enrollment Servers

B2 HALB

? Themes
Certificates

Application Packages

ﬁ. Settings

Virtual Servers Devices

Eg Farm - RASLABO1
B site - RASLABOL
----- RD Session Hosts

Name IPvd

HALB-V5-01

<

1 items, 1 enabled, 1 selected
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..... VDI
----- Remote PCs
----- Providers

------ [T] secure Gateways

------ Themes

------ Certificates

----- Application Packages

------ £ settings

Virtual Servers Devices

Group by -

<

Tasks w

192.168.21.
192.168.21.133

Devices Virtual Server
HALB-VS-01
HALB-VS-01

Status
O oK
n oK

Priority

Active

Passive

Version
19.1.0 (build .
19.0.0 (build 233...

1-2
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Publishing

Information Sites  Publish { Information Sites  Publish Information Sites  Publish Information Sites  Publish from Application Filtering Routing Shortcuts File extensions |jcense Display Quick Keypad

Application [nherit default settings [ Inherit default settings  |[_] Associate File Extensions: o] Tasks

Name: Paint Extension Parameters
[[] create shortcut on Deskic [ ] wait until all RAS Univers
l:‘ T LISL

Description: | Create and
P I: Create shortcut in Start F

Maiirurm time to wait 20 EE "%p1"
Run: Normal Wi is wmf "%1"
Hn R | RAS Remote Desktops & Af D ’
Color Depth: | Client Specifi
Status: Enabled Resulting RAS Remote De: p ?
Folder: o " -
[ start autc Resolution: | Client Specifis
|:| Create shortcut in Auto S
[ Jexclude fr Width: 0

Start the application as m

[]start in fullscreen mode f

Server settings

Server(s): <Default set

Target: Sowindirda\s
Start in: Sowindirtohe
FParameters:

Use Defa

Settings are not replicated to all Sites, |:| Replicate settings
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Application Packages

Eg Farm - RASLABO1 Auditing Global logging URL redirection Motifications Client settings Features Application packages = Application Packages
B site - RASLABOL
RD Session Hosts Enable Application Packages feature Group by w [=] o Tasks w
----- [voi] vpr Version tags allow you to simplify package update procedure through marking packages with a tag and a= | Package Display n... Ve... Version tag Pu... Ce.. Type Imag... Depe.. Appli.. Last.. Modifie... ¢
..... Remate PCs specific version to session hosts. Notepad... Motepad++ 8.4.. Pre-production Be b . - setup... Mon Fe...
..... Providers Change version tag >
------ [T] secure Gateways jin] Tag name Remove all tags
...... Connection Brokers 1 # Production Show published resources
""" EE Enroliment Servers 2 # Pre-production Show assigned session host
..... EIZ HALB 3 # Custom
------ Themes L=
------ Certificates MSIX app attach settings Delegate permissions.
----- Application Packages p .
¢_ Settings MSIX app attach is a way to deliver MSIX applications to both physical and virtual machines. roperties
Provision package certificates automatically
< >
1 items, 1 enabled, 1 selected
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Power Management and
Tenant Brokers
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Power Management

Host pools Templates Hosts Sessions Scheduler
Hosts Host pools Templates Sessions Scheduler

Group by - E' Q Tasks w

Group by w

Name Action Target type 1 Disable host... Description Las!
Reboot host...
Startup host...
Shutdown host...
Recreate host from template...

Mame Action Tar... Tar... Start Rep Disable host...
Reboot host...
Startup host...
Shutdown host...

Recreate host from template...
Disable host pool.. Disable host poal...

Reboot host pool... Reboot host pool...

Startup host pool... Startup host pool...

Shutdown host pool... Shutdown host pool.

Recreate host pool from template... Recreate host pool from template...

< >

0 items 0 items
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enant Brokers

SP MSP Datacenter

g www
1

Tenant_1.MSP.com

Tenant Broker

o
~ofo
o

Active

R www
2

Tenant_2.MSP.com
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Firewall
80/443

I

I

I

I

I

I

“ HALB
! (o]
| ~ofo
! (o]
} Passive

I

Internal network

|

|

| U Ll

|

|

: Primary

I " Shared

- 6

| Firewall

| 80/443

| L

|

|
Secondary
Shared SG

&

Management
Console

Service Provider’s VLAN

Primary CB

Secondary CB

C\ ( -
Certificates of
tenants
HTML
<« —

HTMLS Client
& Themes

Certificates of
tenants

A

Tenant Themes

2

Tenant objects

Tenant 1 Farm

VDI

|5_:Eﬂ|

<P

Tenant 1 AD

Hosted 2nd level

Auth. Server

VDI
desktop RDS host 1
Tenant 1 LAN
20002 — —
3389 EENR EEE
mnm am
Primary CB Secondary CB
_ — —
-
-
Tenant 2 Farm
VDI
desktop RDS host 1
L L1
| .
111
TT 1 Tenant 1 LAN
20002
3389
N Primary CB Secondary CB
~
~

<P

Tenant 1 AD

Hosted 2nd level
Auth. Server




Follow-Up Emalil

* Links to a recording & slide deck.
 Please Fill Out the Survey!

* Take the Certification Exam.

http://www.parallels.com/products/ras/remote-application-server/

© 2022 Parallels International GmbH. All rights reserved.


http://www.parallels.com/products/ras/remote-application-server/

Exam Information

Log Into Partner Portal:
https://alludo.amp.vg/login

Select RAS-TPA (EN) to
accessthe resources and

Exam.

Alludo wue rgar Dashboard ~ Marketing  Deal Registration  Leaming  Assets  Assels  Reports  News  Help

» Training

* Certification O
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AlUdO s

B courseCatalog

RAS Technical Professional Advanced Exam

Total Score: 47 Cut off Score: 35

Deseription

Remote Application Server Technical Professional - EN

Parallels’'RAS

Partner Training Program
Enabled by Ml Alludo

0014 Couss Campleind

o em - [ ce m

|| Paraels

E
=)

Enated by A"

Remote Application Server Technical Professional Advanced

Remote Application Server Technical Professional - DE

Start the RAS-TPA Exam

|| Paraliels

(= )
N—

Enatied by Aludo™

Remote Application Server Sales Professional




Thank you!

Contact here
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