Thales Introduces

THALES

we can all trust

cpl.thalesgroup.com



http://cpl.thalesgroup.com

THALES

we can all trust

Thales announces a new and improved offer - SafeNet Trusted Access Workforce (STA-W), available as of January 8th, 2024.

SafeNet Trusted Access Workforce (STA-W) will consolidate all existing STA plans into a new single offer,
providing all customers with a full set of STA capabilities.

SafeNet Trusted Access Workforce provides:

* Access management for cloud and on-prem applications with access policies per application

* Higher security and less user friction with adaptive access policies (device and location-based) and Windows log-on policies.
* Migrate from ADFS, including password self-service

* Dashboard for greater visibility with detection of anomalous access attempts and risks

* Phishing-resistant passwordless authentication based on FIDO or PK]

* 24/7 support plan, now included for all customers

Investing in your future: Moving from STA-B to STA-W
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More Features and Capabilities in STA-W

STA-B STA-W
MFA for perimeter security, focus on one protected Zero Trust adaptive access and Highest assurance
application/resource modern authentication for levels with PKI

Avuthentication methods:

* AD passwords * SMS

* Push OTP * Voice OTP

¢ Delegated passwords * GrlDsure tokens
e OTP hardware tokens * MobilePASS+

¢ Google Authenticator * Static Passwords
Dashboard:

* View Success, Failed, and Denied access attempts in a graph

Policies:

* Apply policies to users and groups

Windows Logon Policy
* Ability to apply the global policy

* Authentication at “logon and at every unlock”

Conditions:

* Network perimeter

Session:

¢ Session fimeout

Single Sign-On (SSO)
® Basic SSO

APIs
 REST API for user, group, and application management

* SCIM API for user and group management

This new offer, SafeNet Trusted Access Workforce, enables you to
work in new ways, build authentication journeys that are more secure
and frictionless, and help you gear up for next-generation capabilities.

With the acquisition of OneWelcome in 2022, Thales is now
positioned for a comprehensive IAM and CIAM platform, allowing
organizations of all sizes to manage internal and external identities to
shape their digital transformation.
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multiple applications

Authentication methods:

* Kerberos

* Authentication frequency

* FIDO authentication

* Redirection to an external identity provider

* Certificate-based PK| authentication

Dashboard:

* View statistics and reasons for Failed or Denied Access
attempts

* Click on the 30-day histogram to drill down on access logs for
any day, result, or reason

* MobilePASS+ risk detection

Policies:

* Apply policies to users, groups, and specific applications

Conditions:
* Anonymizer * Operating system
* Know user device e User location

* Domain-authenticated user devicer  ® County change

Session:

* Authentication frequency

Single Sign-On (SSO)
* Smart SSO (with frequency control), every access attempt
is possible)

How soon you can start leveraging
these new features

This new offer will come into effect atf the time of your next renewal.
However, if you wish to use these powerful features sooner or learn
more about what this means for your business, please contact your
Thales Sales Manager.

Contact us = For all office locations and contact information, please visit cpl.thalesgroup.com/contact-us
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